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Disclaimer

Chaos Computer Club (CCC): member.
Chaos Computer Club Ticino (CCCTI): in foundation.
Chaos Computer Club Zurich (CCCZH): board member.
Chaos Computer Club Switzerland (CCC-CH): board
member.
Digitale Gesellschaft Schweiz (Digiges): member.
p≡p foundation (non-commercial, tax-free): council
member.
p≡p security (commercial): Dev(Ops) & misc. employee.
VICE Switzerland: contributing writer.

Strategy when in contact with police, secret services,
data-collecting firms: full-disclosure, including media
escalations.→ “Light on them!”
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Nature of Mass Surveillance

Mass Surveillance is given when data flows (permanently
saved or not) are searched for a needle (like in a haystack).
It’s not necessary to save the data permanently: you can
also just buffer data for a while in RAM.
Mass Surveillance AFK is comparable to airport situations
where people are randomly picked out or being searched
based on “suspicions” (=needles or selectors); also
searching all postal letters, opening and eventually copying
them for further processing is Mass Surveillance.
Even if no results (hits) occur, still Mass Surveillance was
carried out: like in web searching for public data when way
too specific search terms are used.
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Types of needles or selectors

Different types of needles (=selectors) exist:
Hard selectors (focussed on metadata): phone numbers,
email addresses, chat nicknames, IP addresses etc.

Usually used when you basically know who your “targets”
are, like phone numbers of diplomats, journalists, CEOs,
Angela Merkel . . .

Soft selectors (focussed on content): word combinations
in text or (transcribed) voice, pattern matches in text,
graphics, videos etc.

Not seldomly used when you basically have no clue what
you are searching for, like in cases of “terrorists”, where not
enough “training data” exists . . .

Combinations of both selector types are also possible: not
always can they even be distinguished.
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Example in a general (NSA-led) global context
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Example in a general (Swiss) local context
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Needle creationism for Five-Eyes analysts
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No Hollywood movies needed – INDECT showtime!

INDECT = “Intelligent information system supporting
observation, searching and detection for security of citizens in
urban environment”
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INDECT: Detect suspicious (web) texts
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INDECT: Named Entity Recognition in a “terrorist” chat
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Soft selectors (thematic search) in email contexts
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Selector searches for just everything digitally written
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Swiss secret service (NDB) sensors
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Data retention for LI purposes: BÜPF / LSCPT

Today: Data retention of 6 months for access providers
(including mobile phones).
2018: Data retention of 6 months additionally for service
providers; private providers of Internet access (firms,
schools, associations etc.) must give at least access to
their infrastructure, such that the state can install implants
. . .
Sep 2017: Also the Swiss secret service (NDB) can
access all data accessible by the BÜPF law, i.e. (mis)using
law-enforcement. (Today the NDB can “just” query through
BÜPF / LSCPT law whom a hard selector belongs to (e.g.,
a phone number or IP address)).
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More Mass Surveillance & Data retention for the NDB:
ZNDG / VEKF / NDG

Before 2013: Onyx was built as of 1999 illegally and passed in
parliament under the military budget as “multi-purpose building”
for CHF 45 millions. Onyx works in full operation since 2005 – for
7 years (!) illegally.

Today: As of 2012 legal basis (ZNDG / VEKF) was created for
Onyx to operate: data from mass surveillance on SAT-based
communications can be retained for 1.5 (content) and 5 (!) years
(metadata).

Sep 2017: The secret service law NDG additionally introduces
cable-based mass surveillance. In the corresponding executive
order NDV, once again, the same data retention rules are
imposed: 1.5 and 5 years for content and metadata, respectively.
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Some more novelties introduced by NDG / NDV

Mass Surveillance is not carried out by the NDB, but by the
Swiss Military (unit: Zentrum für Elektronische Operationen
(ZEO)). The NDB “just” gets the results.
Search categories must be accepted by three instances
(court, administrative & political control), but by the
executive order NDV the Swiss Military can add further
selectors on its own if the results are not satisfying . . .
The NDB is not allowed to search for “Swiss” Named
Entities like person or firm names, but this can be
circumvented by means from Computational Linguistics /
Information Retrieval or by cooperating with the German
BND . . .
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Not enough NDG / NDV novelties? Let’s go on!

Swiss access and service providers must allow the ZEO (for
purposes of the NDB) to “install equipment”, i.e. Swiss Military
can install implants in Swiss ICT infrastructure.i

The NDB can use drones (IMINT) to carry out Mass Surveillance
from the sky . . . at least they’re not supposed to be armed.

The NDB has the right to collect data from video surveillance
actors (both, state-run and privately owned ones)→ Switzerland
is INDECT-ready.

The NDB does not have to get permission to carry out
“cyberwar” (or install trojan horses) on a device-by-device basis:
just on a per-case (or “case complex”) basis. In theory,
wide-scale attacks could be carried out.ii

iThere’s at least a renumeration of CHF 150 / hour. In cases of disputes, it’s the NDB to decide how much it
costs. :)

iiXKeyscore allows to show all vulnerable machines matching certain criteria, like countries, device types etc.
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Which personal data might be collected?

What’s to be collected with the NDG is in no way less than was
done in times of the “Fichenaffäre”, where it was reveilled by
the end of the 1980s that Swiss Federal Police had collections
of data on persons and groups in around 900k cases.
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Some requirements for a safe, privacy-friendly Internet

Fully decentralized (peer-to-peer) or at least federated
infrastructures anyone can participate in (similar to
Blockchain technology, Bittorrent, email or XMPP/Jabber).
Free choice of identity (unlike in Signal or WhatsApp with
fixed, hard selectors (i.e., cell phone numbers)).
End-to-end cryptography for all services with private keys
saved solely on the end-users’ devices and peer-to-peer
distribution of public keys (no keyservers or other key
storage locations: avoid re-encryption (MITM) attacks).
Full-disk encryption on all devices.
Strong passwords (=easy memorable passphrases) to
login / use devices.
Backdoor-free soft- and hardware (Free / Open Source
Software + Open Hardware with audits on every release).
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p≡p for Outlook: First email (unsecure)
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p≡p for Outlook: second email (secure)
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p≡p for Outlook: Handshaking process
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p≡p for Outlook: third email (secure & trusted)
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Rants & Questions :)
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